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Abstract

The healthcare sector stands at the forefront of industries embracing personal-
device usage for professional tasks. Permitting to Bring Your Own Device
(BYOD) for healthcare professionals presents information security hurdles that
pose challenges for decision-makers in the healthcare field, despite the
considerable benefits associated with BYOD. The aim of the study: to develop an
information-security assessment model for BYOD in the South African healthcare
sector to guide healthcare decision-makers.

The main focus of the study was the South African private healthcare sector,
Gauteng Province. The target population size of 170 with a sample size of 118
with the feedback responses with additional 10, which were also included in the
analysis data statistics that was done for 128 received responses. The instrument
used for the closed-ended questionnaire was SPSS 28.0.1.1 and the expert
Jjudgement technique for the validation questionnaire. Factors from the diffusion
of innovation theory, the electronic protected health information security
framework, cybersecurity knowledge, skills, abilities and external variables were
adapted to inform the conceptual model.

The following factors have the most significant contributions to the development
of an information security assessment model for BYOD in the South African
healthcare sector: training is the most influential factor with a predictive power
of 64.0% (B=0.640) at p=0.001; security threats with 61.3% (p=0.613)
significance level p=0.020; conversely, security controls had a predictive power
0f'50.9% ($=0.509) at p=0.001.

This study has developed a contextual information-security assessment model for
BYOD within the South African healthcare sector. In practical terms, this model
offers guidance to healthcare decision-makers in seamlessly integrating BYOD
practices into daily operations; and aids in cautious planning, guided by the
insights provided by the security-assessment model for BYOD.
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Introduction

Information Communication Technology (ICT) plays a
vital role in facilitating various business solutions, by
offering a wide range of technical and software
application platforms for organizations to enhance their
operational efficiency. With the continuous evolution of
technology, organizations are harnessing these
advancements to stay competitive in the market. This
has led to a gradual shift towards digital platforms and
products for day-to-day operations, transforming
information technology (IT) from a mere service
provider into a strategic asset driving current business
operations (Omboga et al., 2021; Pypenko, 2019).
Additionally, there is a rising trend of mobility adoption,
in which employees utilize their personal devices for
both personal and professional tasks. Some
organizations, especially in developing countries, have
implemented permissive policies allowing the use of
personal devices for business purposes (Pypenko, &
Melnyk, 2021; Wani et al., 2021).

The utilization of personal devices, such as cellphones,
computers, laptops, and tablets in business operations
has been proven to boost employee morale, enhance
work performance, and save costs (Mahat & Ali, 2018).
Employees feel more flexible and comfortable using
familiar devices anytime, anywhere. Smart mobile
devices are increasingly prevalent in workplaces as
organizations embrace Bring Your Own Device
(BYOD) policies (Downer & Bhattacharya, 2022). This
practice positively impacts business processes,
necessitating strategic planning, user awareness, and
training (Kholoanyane, 2020). BYOD adoption brings
multiple benefits, including improved performance,
enhanced business processes, cost-efficiency, and
heightened employee morale, leading to increased
productivity (Coker, 2021). Leveraging personal
devices enables organizations to realize numerous
advantages, ranging from cost savings to enhanced
productivity and morale. This approach fosters a more
agile and connected workforce, particularly crucial in
sectors such as healthcare where rapid access to
information can be lifesaving (Ujakpa et al., 2019).

In South Africa, the healthcare sector faces challenges
in delivering timely services due to inadequate
technology support for digital health platforms, mobile
health, and smart technology such as BYOD. Such
technologies could benefit both the public and private
sectors, including medical aid schemes (Ali et al., 2021).
The increasing demand for BYOD as a service
underscores its importance in  organizational
infrastructure, given its agility, business flexibility,
boosted employee morale, improved productivity, and
enhanced employee satisfaction (Abdulkarim & Binord,
2021). These factors highlight the potential of BYOD to
enhance workplace productivity and efficiency.

Despite the acknowledged benefits of BYOD in
enhancing organizational efficiency, there is a critical
need for an information-security assessment model
specifically tailored for the South African healthcare
sector. This sector, already grappling with inadequate
technology support, urgently requires a contextualized
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model to assess and mitigate security risks associated
with BYOD adoption. Developing such an information-
security assessment model is essential to ensure the
overall operational efficiency of healthcare providers in
South Africa. To address this research gap, the study
developed an information-security assessment model for
Bring Your Own Device in the South African healthcare
sector.

The aim of the study. To develop an information-security
assessment model for BYOD in the South African
healthcare sector from the perspective of behavioral
science, specifically within the niche of Business
Information Systems.

This research diverges from the traditional pure
computing system approach, focusing instead on
understanding the factors that influence information
security in BYOD environments. By examining the
interactions between the identified factors, the study
aims to create a contextual model that addresses the
unique security challenges within the domain of the
study. This approach underscores the importance of
integrating human-centered insights with technical
solutions to enhance security measures within the South
African healthcare sector.

Materials and Methods

The study employed design science research methods,
which aimed to develop artefacts to address research
problems. This process involves five iterative steps
(Kuechler & Vaishnavi, 2011). Firstly, there is
awareness of the problem, influenced by preliminary
investigations that identified the absence of a contextual
information-security assessment model for BYOD in the
South African healthcare sector. Next, the suggestion of
the artefact as a potential solution is made based on
existing theories. Following that is the development
phase, in which the artefact is created using various
theories to formulate an assessment-security model for
guiding BYOD implementation in the South African
healthcare sector.

Validation involves measuring the validity of the
developed artefact through expert judgment. Finally, in
the conclusion phase, the results obtained through expert
judgment are presented. A group of selected experts
validated the developed model, contributing to the
validation process of the artefact. Kuechler and
Vaishnavi (2011) commented that the results of an
artefact or developed model are reflected in the
conclusion stage of design-science research.

Design science research (DSR) functions as a problem-
solving paradigm focused on advancing human
understanding by creating innovative solutions (vom
Brocke et al., 2020). In essence, DSR seeks to enhance
knowledge domains in technology and science by
crafting new artefacts that tackle challenges and
improve their respective environments. This study
adhered to the principles of design science research in
line with its overarching objective: the development of
an information-security assessment model tailored for
BYOD implementation in the South African healthcare
sector.



In this study, the researcher collaborated with the ICT
directorate, who facilitated the distribution of the
questionnaire to employees and IT subject matter
experts in the healthcare sector. Before distributing the
questionnaire, a permission letter was issued, and the
contact person was assured that data collection would be
anonymous, private, and solely for research purposes. A
Google Form was created, and a link was sent to the ICT
directorate to aid in distributing it to healthcare staff.
The research adopted a mixed-method approach,
integrating both quantitative and qualitative analyses. In
line with this methodology, a survey questionnaire was
adopted, gathering data from a total of 128 randomly
selected individuals. Expert Judgement was used in this
study, and the validity of the developed artefact was
determined by the experts’ responses to the developed
model validation questionnaire.

The reliability of the measuring instrument was tested
and was reliable based on the output in Table 1.

Table 1
Overall Reliability  Statistics
Instrument: Reliability Statistics

Cronbach’s alpha Number of items
0.959 54

of the Measuring

Table 2
Frequencies of Participants’ Demographics

According to Yin (2014), measuring instrument with
values above 0.7 threshold are acceptable and deemed
reliable. The overall reliability of the questionnaire with
54 items as demonstrated in Table 1 was found to be
0.959, which reliability was considered good since it
was above the recommended threshold of 0.7, and
comparing the number of items in the questionnaire.

Results

The results demonstrated indicated that all hypotheses
were supported after data analysis at an acceptable at the
p value with a significant value less than 0.05, which is
acceptable; and therefore, the conceptual model was not
iterated before it was taken to the experts for validation.
The reliability statistics table demonstrated relationships
between constructs were supported.

The sample size of 128 respondents was considered and
therefore, Part one focused on gathering demographic
information such as organization, age, gender,
profession, race, educational level, and years of service.
Part two centered on assessing participants’ knowledge
of computers, information security, and BYOD.
Participant’s demographics are shown in Table 2, which
is broken down into the relevant categories.

Variables Hrequency
Person Percent Valid percent Cumulative percent
Public healthcare 18 14.1 14.1 14.1
Private healthcare 88 68.8 68.8 82.8
Organisation ~ Pharmaceutical 11 8.6 8.6 01.4
Clinical services 11 8.6 8.6 100.0
Total 128 100.0 100.0 =
2 years or less 10 7.8 7.8 7.8
Years in the 3-5 years 24 18.8 18.8 26.6
rpBnTRn 6-10 years 56 43.8 43.8 70.3
10 years+ 38 20.7 29.7 100.0
Total 128 100.0 100.0 —
Matric/Certificate 19 14.8 14.8 14.8
Diploma 54 42.2 42.2 57.0
Highest level ~ Bachelor’s degree 37 28.9 28.9 85.9
of education  Postgraduate 15 11.7 11.7 97.7
Other 3 23 23 100.0
Total 128 100.0 100.0 —
Male 65 50.8 50.8 50.8
Easirier Female 58 45.3 453 96.1
Other 5 39 39 100.0
Total 128 100.0 100.0 =
<25 years 8 6.3 6.3 6.3
26-35 years 40 313 313 37.5
Age 36-45 years 59 46.1 46.1 83.6
46-55 years 17 13.3 133 96.9
55+ years 4 3.1 3.1 100.0
Total 128 100.0 100.0 —
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in Table 2 take the individuals’
operational space into account. Some of participants
(14.1%) work within the public sector; these are
individuals who have partnered with the private sector.
About 68.8% of participants work within the private
sector space. Some of responses (8.6%) were received
for both pharmaceutical and clinical services that are
also partnering with the private healthcare sector. More
responses were attained from the private healthcare
sector, at about 68.8% responses.

The outcomes in Table 2 take the individuals’ years
within the organization into account. Some of
participants (7.8%) had 2 years or less of service. About
18.8% of participants had between 3-5 years of service.
About 43.8% of the largest group of participants had 6-
10 years of experience within the organization; and
29.7 % of participants had 10 years + of service.

There  were 14.8%  of  participants  with
matric/certificate. Participants with a bachelor’s degree
made up 28.9% of the group, while those with a post-
graduate degree made up 11.7%. Participants with
“other” numbered 2.3%, while the 42.2% of survey
respondents with a diploma yielded the highest
percentage.

Both genders participated in the survey, according to the
findings. The percentage of male participants was
50.8%, while the percentage of female participants was
45.3% and ‘other’ made up 3.9% of participants. The
highest number of responses was from male participants
at 50.8%.

Participants who were under 25 years made up 6.3% of
the total. Some 31.3% of participants were between the
ages of 26 and 35; 46.1% were between the ages of 36
and 45; and 13.3% were between the ages of 46 and 55.
Participants who were 55 and above made up 3.1% of

The outcomes

Table 3
Pearson’s Correlation of the Constructs

the total. According to the table, individuals who were
between the ages of 36 and 45 made up the highest
percentage of participants at 46.1%.

Pearson’s Correlation of the Constructs

Correlation, in a general sense, assesses the connection
between variables; and quantifies the degree of
association between two variables (Talaat & Gamel,
2023). When two variables change in magnitude, they
do so either in the same direction (positive correlation)
or in the opposite direction (negative correlation) in
correlated data. This technique gauges the relationship
between continuous variables that are both dependent
and independent. Additionally, this method can have
both advantages and drawbacks. A negative correlation
suggests that, as the value of one variable increases, the
value of the other variable decreases; whereas a positive
correlation indicates that as one variable’s value
increases, the value of the other variable also increases.
Table 3 indicates factors grouped together with a
positive and a significantly high correlation with one
another. Correlation coefficient values, as outlined by
Schober et al. (2018), range from -1 to 1, with -1
indicating a perfect negative correlation; and 1
indicating a perfect positive correlation. Pearson’s
correlation approach was employed in this study to
represent the relationship between the constructs.
According to Xiong et al. (2020), if p is greater than 0.01
but less than or equal to 0.05, a strong assumption about
the null hypothesis must be made. If p is less than or
equal to 0.01, it indicates a very strong assumption about
the null hypothesis. The correlation between the
constructs utilized in this study is depicted in Table 3,
which illustrates the relationship between the constructs
employed in this study.

Constructs ISA SECT POL SECC COMP COMPL TRN SECM

ISA Beason 1.000 - - - - - - -
Correlation
Pearson o

SECT e 0.655 1.000 - - - - - -

oL oot 0465 0691 1.000 - - - - -
Correlation

SECC Peaivon 0420  0.648"  0.705"  1.000 _ _ _ .
Correlation

comp  Fearson 0.324 0527 0.694"  0.635"  1.000 - - -
Correlation

coMpL 0358  0.558""  0.556™  0.631™  0.704" 1.000 _ _
Correlation

TRN Leampl 0498 0583  0.606™ 0675 0490 0459 1000 -
Correlation

SECM  Leamson 0.676™  0.793*  0.812*  0.828™ 0.753*  0.741* 0.763"  1.000
Correlation

Note. ISA — information-security abilities factors; SECT — security-threats factors; POL — policy factors; SECC —
security-controls factors; COMP — compatibility factors; COMPL — complexity factors; TRN — training factors; SECM
— information security assessment model for BYOD; ** Correlation is significant at the 0.01 level (2-tailed);

* Correlation is significant at the 0.05 level (2-tailed).
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The table shows that information-security abilities (ISA)
factors have a significant relationship of 0.655 (2-tailed)
with security threats, with a significant relationship at
the 0.01 level.

Policy factors have a significant relationship of 0.465 (2-
tailed), with ISA factors; and security threats with a
significant relationship of 0.691 (2-tailed) both at the
0.01 level.

Furthermore, the security control factor has a significant
relationship with ISA of 0.420 (2-tailed), a significant
relationship with security threats of 0.655 (2-tailed), and
policy factor with a significant relationship of 0.648 (2-
tailed) both at the 0.01 level.

Meanwhile, the compatibility factor has a significant
relationship with the ISA factors of 0.324 (2-tailed),
with security threats of 0.527 (2-tailed), with the policy
factor of .705 (2-tailed), and a significant relationship
with security controls of 0.625 (2-tailed) and all at the
0.01 level.

Moreover, the complexity factor has a significant
relationship with ISA factors of 0.358 (2-tailed), with
security threats of .558 (2-tailed), with policy of 0.556
(2-tailed), with security control of 0.631 (2-tailed), and
lastly a significant relationship with compatibility of
0.704 and all at the 0.01 level.

Furthermore, the training factor has a significant
relationship with information-security ability factors of

Table 4
Regression Coefficients*

0.498 (2-tailed), with security threats of 0.583 (2-tailed),
with policy of 0.606 (2-tailed), with security controls of
0.675 (2-tailed), with compatibility of 0.490 (2-tailed)
and with complexity of 0.459 (2-tailed) and all at the
0.01 level.

Furthermore, there is high wvalue concerning the
correlation of security controls and policy of 0.705 (2-
tailed) that is at the 0.01 level.

For this reason, an information-security assessment
model for BYOD can be integrated into day-to-day
operations of the healthcare sector.

The variables show a positive significant relationship at
a 2-tailed which is supported by Pearson correlation at a
R value of 96.9% prediction and a p value less than 0.05.

Regression Analysis

In addition to descriptive analysis, a regression analysis
was performed to assess the predictive capability of the
overall model and the individual contributions of each
independent variable to this prediction.

The analysis revealed a robust predictive power for the
model at 94.0% (R*=0.940).

The specific contributions of each independent variable
to this prediction are detailed in the results presented in
Table 4.

Unstandardized Standardized . . ..

. . Collinearity statistics
coefficients coefficients .
Model Sid t Sig.
B ) Beta Tolerance VIF
Error

(Constant) 0.867 0.561 = 3.155 0.002 = —
ISA 0.207 0.152 0.242 7.944 0.001 0.429 1.630
SECT 0.613 0.259 0.091 2.362 0.020 0.434 1.602
POL 0.273 0.305 0.164 4,172 0.001 0.257 1.887
SECC 0.509 0.279 0.208 5.403 0.001 0.353 1.836
COMP 0.124 0.259 0.162 4.344 0.001 0.369 1.712
COMPL 0.298 0.246 0.181 5.281 0.001 0.453 1.408
TRN 0.640 0.112 0.187 5.723 0.001 0.475 2.107

Note. *Dependent variable: SECM — information security assessment model for BYOD; ISA — information-security
abilities factors; SECT — security-threats factors; POL — policy factors; SECC — security-controls factors; COMP —
compatibility factors; COMPL — complexity factors; TRN — training factors.

The results presented in Table 4 reveal significant
contributions of various factors to the development of an
information security assessment model for BYOD in the
South African healthcare sector.

Training emerged as the most influential factor, with a
predictive power of 64.0% (£=0.640) at p=0.001,
followed by security threats at 61.3% ($=0.613)
significance level p=0.020.

Conversely, security controls exhibited a predictive
power of 50.9% ($=0.509) at p=0.001. According to
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Ahamed et al. (2023), a Variance Inflation Factor (VIF)
exceeding 10 indicates problematic multicollinearity.
However, Table 3 indicates that all VIF values were
below 5, indicating an absence of multicollinearity.

Testing of the Hypotheses

Based on the regression and correlational analysis, the
set hypotheses were tested; and the results are presented
in Table 5.
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Table 5
Testing of the Hypotheses
Hypotheses Results Action

H1-Information-security abilities factors, skills, and knowledge in the
organisation influence the development of an information-security  P=0.001<0.05 Supported
assessment model for BYOD
H2-Security-threats factors in the organisation influence the development .
of an information-security assessment model for BYOD bl Flpperied
H3-Policy factors in the organisation influence the development of an =
information-security assessment model for BYOD P=0H00150/0) SIpOTEY
H4-Security-controls factors in the organisation influence the development B
of an information-security assessment model for BYOD B Sinported
H5-Compatibility factors in the organisation influence the development of .
an information-security assessment model for BYOD PEOIONLRO0 SUDROTERd
H6-Complexity factors in the organisation influence the development of an "
information-security assessment model for BYOD =L Sunpored
H7-Training factors in the organisation influence the development of an P=0.001<0.05 Sippgred

information-security assessment model for BYOD

Based on these findings, a conceptual model for an
information security assessment model for BYOD in the

South African Healthcare Sector was developed, as
illustrated in Figure 1.

Figure 1
An Information Security Assessment Model for Bring Your Own Device in the South African Healthcare Sector

(7 )

Information-security abilities
- Knowledge
- Skills
- Abilities

e/

4

Adapted from cybersecurity knowledge,
skills, and abilities (MyCyber KSA)

.
T

[ Security-controls

Security-threats

Information Security Assessment Model
for Bring Your Own Device (BYOD)

I

External construct

Policy

Adapted from the electronic protected health
\ information (ePHI) security framework

4

Compatibility

Complexity

dl
J

Training ]

Model Validation

The validation of the proposed information-security
assessment model for BYOD in the South African
healthcare sector was conducted with seven experts who
provided comprehensive feedback. The reviewers,
possessing diverse qualifications and extensive
experience in information security, unanimously agreed
on the model's relevance, suitability, and significance.
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They indicated that the model is highly appropriate for
improving business productivity, guiding decision-
makers, and enhancing security measures within the
healthcare sector. The feedback from the experts
highlighted that the model effectively addresses the
necessary constructs and requires no modifications,
confirming its adequacy and applicability. From the
feedback obtained from the seven experts’ review, the



model is considered relevant, suitable, and significant,
and it will serve as a guide for decision-makers in
assessing information security for BYOD in the South
African healthcare sector. The developed artifact was not
modified as all the constructs were supported.

Discussion

The results of this study, all 7 variables were all
supported and found to be significant to be integrated into
the day-to-day healthcare operations.
Information-Security Abilities Factors

It was predicted that H1-Information-Security Abilities
Factors will have a significant influence on the
information-security assessment model for BYOD
integration into the South African healthcare sector. The
findings of this study, depicted in Figure 1, supported the
hypothesis. Information-security abilities emerged as
influential and significant factors in developing an
information-security assessment model for BYOD
integration. Dash and Ansari (2022) underscored the
necessity of considering extensive competencies such as
skills, experience, and knowledge, along with their
interrelationships, to craft a practical security model.
Within the healthcare sector, information-security
abilities for BYOD signify the depth of skills and
knowledge relevant to the information-security domain.
These assessment models are typically constructed and
upheld by experts within the security domain.

As noted by Chowdhury and Gkioulos (2023), the
escalating demand within modern enterprises for
proficient security professionals has spurred the
proliferation of various programmes and initiatives
aimed at imparting security skills and knowledge.
Despite increased awareness among enterprise staff
regarding security threats, the incidence of successful
attacks against companies has shown little to no decline
over the years.

Security-Threats Factors

It was predicted that H2-Security-Threats Factors will
have a significant influence on the information-security
assessment model for BYOD integration into the South
African healthcare sector. This hypothesis predicted a
positive correlation between the security threats factor
and the integration of the information-security
assessment model for BYOD in this study. The
questionnaire was designed to evaluate the organization’s
readiness regarding mitigation plans for information-
security ~ breaches and employee  awareness.
Vulnerabilities in hardware, software, and networks,
along with tactics such as phishing scams and social-
engineering techniques, are frequently exploited by
attackers. These threats often propagate through channels
such as drive-by downloads, malicious email
attachments, and deceptive applications (Aslan et al.,
2023). The hypothesis confirmed that the security factor
significantly influences the integration of an information-
security assessment model for BYOD into the South
African healthcare sector. Furthermore, this influence
can be strengthened through preventive measures such as
established protocols, training programmes, tailored
policies, and mitigation strategies.
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Policy Factors

It was predicted that H3-Policy Factors will have a
positive  influence on the information-security
assessment model for BYOD integration into the South
African healthcare sector. This hypothesis was validated,
impacting the development of the information-security
assessment model for BYOD integration. Farid et al.
(2023) define an information-security policy as a widely
recognized foundational framework for organizational
information security, serving a pivotal role in
communicating both acceptable and unacceptable actions
concerning the organization’s assets to employees.
Consequently, this hypothesis bolsters the information-
security assessment model for BYOD integration.
Security-Controls Factors

It was predicted that H4-Security-Controls Factors will
have a significant influence in the information-security
assessment model for BYOD integration into the South
African healthcare sector. The hypothesis received
support based on the findings presented in Figure 1 of this
study. Access control measures are indispensable for
safeguarding the information and assets of the healthcare
sector against both internal and external threats, thereby
reducing vulnerability to physical and cyberattacks
(Ayedh et al., 2023). Alshurideh et al. (2023) aver that
security measures within computer systems include
various techniques such as speech analysis, firewalls, and
digital signatures, aimed at protecting software, devices,
and data contained within the system. However, the
security of BYOD technology faces contemporary
challenges, including inadequate security controls on
devices commonly used by healthcare professionals,
concerns regarding device locking and authentication;
and issues related to the security of mobile-device
applications (Wani et al., 2020). Consequently, the
validated hypothesis indicates that the security-controls
factor significantly influences the integration of an
information-security assessment model for BYOD into
the South African healthcare sector. Furthermore, this
influence can be augmented by implementing robust
access-control mechanisms for personal devices to
safeguard confidential patient information in the
healthcare sector.

Compatibility Factors

It was predicted that HS-Compatibility Factors will have
a significant influence in the information-security
assessment model for BYOD integration into the South
African healthcare sector. The hypothesis was validated
as per Figure 1 in the study. This indicates that employees
and experts in the healthcare sector indeed perceive their
daily activities to impact the information-security
assessment model for BYOD. Neves and Mello (2018)
posit that security models compatible with a company’s
technologies and infrastructure should remain under the
company’s control; and devices with unfixable
vulnerabilities should be prohibited. Additionally,
according to Liao et al. (2021), the compatibility
perspective is predominantly utilized and particularly
relevant for understanding users’ technology usage
behaviour. Four compatibility principles compatibility
with established work practices, chosen work style, prior



experience, and value are linked to IT innovation within

the enterprise context. The compatibility factor
demonstrates a substantial influence on the integration of
the information-security assessment model for BYOD
into the South African healthcare sector.

Complexity Factors

It was predicted that H6-Complexity Factors will
significantly  influence the information-security
assessment model for BYOD integration into the South
African healthcare sector. Complexity refers to how
difficult it is to comprehend or utilize a particular system
or technology, which impacts perceptions of innovation.
Almaiah et al. (2022) suggest that when technology is
less complex and characterized as simple, it is perceived
as highly sophisticated and advantageous, especially if it
includes new technologies and inventive features. The
complexity of the developed model needed validation by
a group of experts to ensure its integration into the
healthcare sector’s daily operations and services would
not be overly complex. The validation process involved
experts, who positively responded to the model. Testing
and validation of newly designed models are crucial, as
stated by Hao et al. (2021), necessitating thorough
examination by a group of individuals or a pilot group
before deployment across the organization. Complex
systems, as highlighted by Freund et al. (2021), offer
significant opportunities for innovation within existing
and potential fields of application. Strategic complexity
management frameworks or models for system
deployment encapsulate the complexity of IT systems. A
survey questionnaire was developed to gather
information about the complexity of integrating a
developed artefact into existing processes.

Training Factors

It was predicted that H7-Training Factors will positively
influence the information-security assessment model for
BYOD integration into the South African healthcare
sector. The hypothesis found support in the study’s
findings, as illustrated in Figure 1. Beltempo et al. (2022)
stressed ongoing research aimed at improving security
training across the healthcare sector for all employees.
This study gave precedence to the training factor,
evaluating the number of healthcare-sector employees
undergoing information-security and BYOD training.
The survey questionnaire specifically targeted the
information-security-awareness training posture among
healthcare-sector employees. Alahmari et al. (2023)
underscored the critical role of effective security training
as the primary defence against security breaches. These
researchers advocated for the IT department to prioritize
delivering information-security awareness training, with
regular updates on security risks and fraudulent methods,
ensuring that employees maintain vigilance and prevent
unauthorized access to organizational information
systems, whether using personal or organizational
devices.

The supported hypothesis highlights the importance of
the training factors, which may sometimes be
overlooked, but nevertheless significantly enhances
employees’ vigilance when using personal and
organizational devices for work-related tasks. In
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conclusion, all seven supported constructs contribute to
an information-security assessment model for BYOD
integration, indicating its potential success in the South
African  healthcare sector. Decision-makers can
effectively integrate this model into their day-to-day
operations and services, bolstering overall security
measures. Furthermore, future studies should also
explore the financial aspects of BYOD. This study only
focused on identifying factors that influence the
development of the artefact, excluding the financial
aspects. The developed model can be the baseline for
additional factors to be incorporated into the type of
research to be undertaken.

Conclusions

Adopting new technology platforms presents significant
challenges for daily business operations, but it is essential
for maintaining competitiveness. Successful integration
of new systems requires ongoing support, monitoring,
and maintenance. This study developed an information-
security assessment model for BYOD in the South
African healthcare sector, with a focus on equipping
stakeholders with the necessary knowledge for the secure
use of personal devices. The research involved 128
respondents and 7 experts, all data collected was valid
and used for analysis. The study followed the design
science research process to identify key factors, and
develop, and validate the model. The validity of the
model within the research domain was confirmed by the
experts. However, the study proposed further
investigation into the financial implications of BYOD,
which may influence security measures.
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